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Problématique

Nous voulons pouvoir accéder aux site web depuis I'extérieur de notre

réseau privé et depuis l'intérieur sans que l'extérieur n’est acces au reste du

réseau priver .

Infrastructure réseaux

Réseau BDD server web

Parameétres de configuration

Pfsensel

IP Wan : DHCP

IP Lan :10.0.0.254 /24

Serveur web

IP :10.0.0.1 /24 Passerelle :10.0.0.254

IP Wan:10.0.0.253 /24 Passerelle :10.0.0.254

Pfsense? IP Lan :192.168.10.254 /24
IP OPT1 :192.168.20.254 /24
PC client IP :192.168.10.1 /24 Passerelle : 192.168.10.254
BDD IP :192.168.20.1 /24 Passerelle : 192.168.20.254
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Tuto d'installation

Installation de Pfsense

Pour commencer nous allons aller chercher I'ISO de Pfsense
sur leur site

https://www.pfsense.org/download/

Vous tomberez sur cette page.

Get Started Cloud Products Services Support Training Community Download

Download Home | Download

Latest Stable Version (Community Edition)

This is the mast recent stable release, and the recommended version for all installations. Refer to the documentation for Upgrade Guides and
Installation Guides. For pre-configured systems, see the pfSense® firewall appliances from Netgate.

B RELEASE NOTES # SOURCE CODE

Select Image To Download Subscribe To The Netgate Newsletter

Version: 2.6.0 Product information, pfSense software announcements, and special

O AMD64 (64-bit) v | © offers. See our newsletter archive for past announcements.

Email*
Installer: |DVD Image (15Q) Installer v‘ Email Address

Mirror: Austin, TX USA v [ 1 understand | am signing up to receive the newsletter, software

announcements, and spedal offers from Netgate.*

Supported by

I'm interested in...
= DOWNLOAD -. J netg ate, pfSense Plus Appliances

pfsense Plus on AWS

pfsense Plus on Azure

TNSR Appliances

TNSR on AWS

TMNSR on Azure

Network Security Mews & Updates

5HA256 Checksum for compressed (.gz) file:
941268 7f20c4b635447 creda420a027816bdb78d54b8252bb 87 abf1fc22ee3

oooooog

(view our privacy policy)

Dans architecture choisissez bien AMD64 puis dans installer choisissez DVD
Image, dans mirror choisissez celui que vous désirez il n'y a pas
d'importance et n'oublier pas cliquer sur le bouton download.
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https://www.pfsense.org/download/

Le ficher apparaitra dans vos téléchargement.

4 > Téléchargements

- Teléchargem # Nom Madifié le Type

B Documents #»  ~ Aujourd’hui

= Images » . pfSense-CE-2.6.0-RELEASE-amdéd.iso.gz 9 Fichier GZ
o ges #

il est actuellement dans une archive .gz vous pouvez 'extraire avec

7zip ce qui vous donne ceci.

T 4 Téléchargements

L Téléchargem # Nom Modifié le ReS Taille
B Documents ; ~ Aujourd’hui
& Images [ ] pfSense-CE-2.6.0-RELEASE-amdB4.iso.gz 219 Fichier GZ
Py _ < Il y a longten
B pfSense-CE-2.6.0-RELEASE-amd6d.iso 0 21:3 Fichier d'image di... 743

Maintenant il y a 2 possibilité qui s'offre a vous faire ce TP sous VM Virtual
Box ou sur des machine physique pour ma pare n’ayant pas le matériel
pour le faire en machine physique je vais donc choisir la premiere option
si vous faite la seconde option je vous explique comment faire en

ANNEXES.

Nous allons donc créée une machine virtuel.

Fichier Machine  Ai

nn » +

Paramétres  Importer Exporter  Nouvelle Ajouter

I
1

> ATTPRO Bienvenue dans VirtualBox !

pour plus dinformation et les derniéres

Vous allez donc cliquer sur nouvelle vous tomberez sur la page suivent.

4/58



88 Crée une machine virtuelle ? X

Virtual machine Name and Operating System
Please cho

Mom : |

Folder: T

IS0 Image:  <non sélectionné >

T Microsoft Windows

Version @ Windows 10 (54-bit)

€ 1o IS0 image is selected, the guest OS will need to be installed manually.

Aide Mode expert Annuler

Dans la case nom taper le nom que vous désiré donner a votre machine
dans la case ISO image vous sectionner I'image présentement télécharger
puis dans type sélectionner BSD et dans version sélectionner freeBSD
(64Dbits).

Ce qui donne ceci.

W Crée une machine virtuelle ? x

Virtual machine Name and Operating System
Flease cho a iptive name a ination folder for the irtual ma
= haout VirtualB Y nal can select an 150 imag
used to install the guest operating system.
Mom : pfsense

EI:IIIjEr: . D: II|.|'['.1

150Image: [l C:\Users\tonio\Downloads\pfSense-CE-2.6.0-RELEASE-amd64.iso

Type: BSD

Version : | FreeBSD (54-hit)

0 os rpe cannot be determined from the selected IS0, the guest O3S will need to be installed
manually.

Mode expert Suivant Annuler

Cliquer ensuite sur suivant.

Vous arriverez sur la page suivent.
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88 Crée une machine virtuelle ? *

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.

Mémaire wive : 024MB %
16384 Mo
Processors:
CPU 1 CPUs 12

Enable EFI (spedal OSes only)

Suivant Annuler

Vous choisirez dans Mémoire vive 2048 MB puis dans Processors Vous
choisirez 2 et cocherai Enable EFI comme ceci.

8 Crée une machine virtuelle ? >

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.,
Enabling EFT is also possible.

Mémuoire vive : 2048 MB
16384 Mo
Prox
CPU 1 CPUs 12

v Enable EFI (spedal OSes only)

Suivant Annuler

Cliquer ensuite sur suivant.

Vous arriverez sur la page suivent.
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'.\j Crée une machine virtuelle

Virtual Hard disk

an add a virtual hard di

4,00 MB
Pre-allocate Full Size

ng Virtual Hard Disk File

Do Mot Add a Virtual Hard Disk

& new machine, You can either create a new hard

vithout a virtual

ou can create a virtual machin

2,00 Tio

Précedent Suivant Annuler
Vous choisirez 5 Gio et faites suivant.
Vous arriverez sur la page suivent.
¥ Crée une machine virtuelle ? >
Récapitulatif

The fo
figuration pr
you can go back and modify th figuration.

¥ Machine Name and 05 Type
Machine Name

Aide

Puis cliquer sur finish.

.6.0-RELEASE-amd64.iso

Finizh

Annuler
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Fichier Machine  Aide

Outils , -

Démarrer

Prévisualisation

Vous double cliquer sur votre machine ou cliquer sur démarrer.

pfSense Installer Copyright and distribution notice
Copyright and Trademark Hotices.

Copyright(c) 2884-2816. Electric Sheep Fencing, LLC C"ESF").
All Rights Reserwved.

Copyrightic) 2A14-2822. Rubicon Communications, LLC d/bfa Metgate ("Metgate™)
All Rights Reserwed.

All logos, text, and content of ESF and/or Metgate, including underlying
HTML code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ESF and/or Hetgate.

"pfSense" is a registered trademark of ESF, exclusively licensed to
Netgate, and may not be used without the prior express written
permission of ESF and/or Hetgate. All other trademarks shown herein are
owrned by the respective companies or persons indicated

pfSense(R) software is open source and distributed under the Apache 2.H
license. Howewer, no commercial distribution of ESF andsor Metgate
software is allowed without the prior written consent of ESF andfor
Netgate.

E5SF andfor Hetgate make no warranty of any kind, including but not
limited to the implied warranties of merchantability and fitness for a
particular purpose. ESF and/or Metgate shall not be liable for errors
contained herein or for any direct, indirect, special, incidental or
consequential damages in conmection with the furnishing, performance, or
use of any software, information, or material

Restricted Rights Legend.

Ho part of ESF and/or Metgate's information or materials may be
published, distributed, reproduced, publicly displayed., used to create
derivative works, or translated to another language, without the prior
written consent of ESF and/or Metgate. The information contained herein
is subject to change without notice

Use, duplication or disclosure by the U.5. Gowverrment may be subject to
restrictions as set forth in subparagraph (c) €11 (1i) of the Rights in
Technical Data and Computer Software clause at DFRARS 252.227-7@13 for
DOD agencies, and subparagraphs (c) 1) and (c) (2) of the Commercial

Gecept>

Vous arriverez sur cette page appuyer sur votre touche espace pour
accepter.
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Vous arriverez sur cette page.

pfSense Installer

Helcome
kelcome to pf3ense!

Install pfSense)

Rescue Shell Launch a shell for rescue operations
Recover contig sl Recowver config.=ml from a previous install

<Cancel>

Appuyer sur votre touche entrer en étant sur Install.

Vous arriverez sur la page suivante.
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Keymap Selection
The system console driver for pfSense defaults to standard "US"
keyboard map. Other keymaps can be chosen below.

>>>» Continue with fr.kbd keymap
->— Test fr.kbd keymap
( ) Armenian phonetic layout
) Belarusian
) Belgian
) Belgian (accent keys)
) Brazilian (accent keys)
) Brazilian (without accent keys)
) Bulgarian (BDS)
) Bulgarian (Phonetic)
) Canadian Bilingual
) Central European
) Central European (OMERTY)
) Colemak ergonomic alternative
) Croatian
) Czech (OMERTZ, accent keys)
) Danish
) Danish (HacBook)
) Danish (accent keys)
) Dutch (accent keys)
) Estonian
) Finnish
) French (MacBook/MacBook Pro) (accent keys)
) French (accent keys)
) French Canadian (accent keys)
) French Dvorak-1ike
) French Dvorak-1like (accent keys)
) German
) German (accent keys)
) German (no accent keys)
) Greek (181 keys)
) Greek (184 keys)
) Greek ELOT
) Hebreuw
Le+)

Kielect>| <Cancel>
[Press arrows, THE or ENTER]

frr.kbd: French
Avec les fleche directionnel vous descendrez jusqu’'a French apurai sur
entrer.

<Select> <Bancel>|
[Press arrows, THE or EMTER]

Puis apurai sur espace pour avoir Cancel de sélectionner et apurai sur
entrer.

Vous arriverez icl.
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Partitioning
How would you like to partition your d

Auto (2ZF5) Guided Root-on-
Auto (UFS) BIOS Guided t g B boot method
Manual Manual Di ( rts)

Open a ion by hand

Puis sélectionnerai avec les fleche directionnel UEFI et apurai sur entrer.

pfSense Installer

Manual Configuration
lation is now fin ed
e installer, would
a shell in the new
any final manual




Puis sélectionnerai avec les fleche directionnel no et apurai sur entrer.

pfSense Installer

Complete
Installation of pf3ense
complete! Would you like
to reboot into the
installed system now?

FITES <Shell >

Et apurai sur espace et éjecterai le disque (en bas a droite de de la fenétre )
/ retiré la clef bootable pour ce qui on choisie la deuxiéme option .
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Configuration terminal du Pfsensel

A partir de la vous éteignez la machine.

B,
‘, o £ configuration. ..

El’ pfsense2 tuto
[ @ Eteinte

). arch Cirl+F

Vous faite un clique droit sur votre machine et cliquer sur configuration.

{2} pfsense tuto - Paramétres = O >

Réseau

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v Activer linterface réseau
Mode d'accés réseau ;| Accés par pont
Mame: Realtek PCIe GhE Family Controller

¥ Advanced

Ports séries
USB
C rz partagés

Interface utiisateur

Annuler

Vous cliquer sur Réseau puis configurer le mode d’accés réseau comme si
dessus la section name est différent pour tout le monde ne vous en occuper
pas
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{53 pfsense tuto - Paramétres = O *
(@0

Général Réseau

Systeme Adapter 1 Adapter 2 Adapter 3 Adapter 4

Affichage v Activer linterface réseau
Stockage Mode d'accé
Son

¥ Advanced
Ports séries
LISB
Dossiers partagés

Interface utilisateur

Annuler

cliquer sur adapter 2 cocher la case Activer l'interface réseau mettez
ensuite le mode d’acces réseau en Réseau interne puis dans name écrivez
« DMZ » appuyer sur OK et démarrer la machine.
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Starting syslog. .. done

Setting up interfaces microcode. . done.
Configuring loopback interface...done
Configuring LAM interface...done
Configuring WAN interface...done
Configuring CARP settings...done
Syncing OpenVPH settings...done
Configuring firewall

Starting PFLOG. . done.

Setting up gateway monitors...done
Setting up static routes...done
Setting up DMSs. .

Starting DHS Resolwer. . . done
Synchronizing user settings...done
Configuring CROM. .. done

Bootstrapping clock. . . done

Starting MTP Serwver...done

Starting webConfigurator. .. done
Starting DHCP serwice. .. done

Starting DHCPwE service...done.
Configuring firewall

Generating RRD graphs...done

Starting syslog...done

Starting CROM. .. done.

pfSense 2.6.B-RELERSE amd64 Mon Jan 31 19:57:53 UTC ZBz22
Bootup complete

FreeB5D/amd64d (pfSense. home.arpa) (tigwd)
VirtualBox VYirtoal Machine - Metgate Dewice ID: ef372fcBb4e595adfcch
=#% Llelcome to pfSense 2.6.B-RELERSE (amd64) on pfSense ===

WAN Cwan) -» em@ -» wd/DHCP4: 192, 168. 1, 268/24
vwB/DHCPG: ZaBl:eHa:Scl:8d4d: ab@: 271f: fech: acbe/64
LAN (1lan) - eml -y wd: 192,168.1.1/24

A) Logout C55H only) 9 pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interfaceis) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enmable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

81 Shell

Enter an option: 1Jj
Vous arrivez ici. Nous allons configurer le Pfsensel de maniére suivant
taper 1 pour accéder a l'assignement des interface.

==« Llelcome to pfSense 2.6.B-RELERSE (amd64) on pfSense ===

WAM Twan) -» emA -» wd/DHCP4: 192, 168. 1. 2AR/ 24
wB/DHCPG: ZaBl:eHa:Scl:8d4d: ab@: 271f: fech: acbe/64
LAN (1lan) -» eml -» wdq: 192,168.1.1/24

A) Logout (5SH onlyl 9 pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (=sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

g) Shell

Enter an option: 1

Malid interfaces are:

AS:88: 27 ch:ac: e (up) Intel(R) Legacy PRO/1AEE MT 82548EM
A8:08:27:d9:d5: 2e Cup) Inmtel(R) Legacy PRO/1BBE MT S254BEEM

Do YLAMs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to

say no here and use the webConfigurator to configure VLANs later, if required.

Should YLAHs be set up now [ylnl? A

Le Pfsense vous demande si vous voulez créée des VLAN vous mettez n pour

non car dans notre cas nous n’en avons pas




(up) Inte
(up) Int

nly for optional in
nfigurator to configure

[ylnl? n

not known, on can
e an, pl i all
a' to begin the pro

name ar 'a' for auto-detection

to begin

"a' for

: auto-d
. this enable i i mode.
(eml a or nothing if finish

Le Pfsense vous demande quel interface voulez vous entent qu’interface
LAN mettez la em1.

- or auto-detection
enables f i i AT mode.
nothing f

s will be igne s follows:

Do you want to proceed [ylnl? uff

Le Pfsense vous demande si 1'assignement vous convient vous mettez y
pour oui.

e inter i ssigned as follows:

B
1

Nous allons configurer I'assignement des IP aux interface tapez 2
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Welcome to pfSense
LIAN Cwan)
LAN ©1lan)

pfTop
Filt

Enter an option

Available interf:

2 - LAN

Enter the number of the interface you wish to configure:

Configure 1Pwe AN inter

Configure 1Pw6 addr JAN interfac

Configure IPvE address WAN interface wia DHCPE? (yind n

Enter the new WHW [PvE address. Press <EWTER:> for nane:

le Pfsense demande de configurer I'assignement d'une IPv6 statique vous
passez.
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Enter the new WAM IPv6 address. Press <ENTER: for none
>

Disabling [Pwd DHCPD. .

Disabling [PwE DHCFD. .

Do you want to revert to HTTP as the webConfigurator protocol? (y/nd rf

le Pfsense demande si il doit déplacer l'interface Web dite non (n).

Enter the new WAN IPv6 address. Press <ENTER> for none
>

Disabling IPw4 DHCPD. .

Disabling IPwG DHCFD. .

Do gou want to rewvert to HTTP as the webConfigurator protocol? (u/n) n
Please wait while the changes are sawved to WAN. ..

Reloading filter...

Reloading routing configuration..

DHCPD. ..
The IPw4 WAN address has been set to dhcp

Press <ENTER> ta continue.[]

Appuyez sur entre.

Please wait while the changes are saved to WAN...
Reloading filter...

Reloading routing configuration. .

DHCFD. . .

The IPwd WAN address has been set to dhcp

Press <ENTER» to continue.
VirtualBox Virtual Machine - Metgate Device ID: ef37ZfeBb46595a3fcch

##% [lelcome to pfiense 2.6.H-RELEASE (amd64d) on pfSense ===

WAM Cwan) -> emd -» w4/DHCP4: 192, 168, 1. 288/24
LAN ©lan) -» eml -» wd 192.168.1.1/24

A) Logout C©55H only) D pfTop

1) Hssign Interfaces 18) Filter Logs

2) Set interfaceis) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

g1 Shell

Enter an option: 2

Tapez 2 une novelle fois.

=#% llelcome to pfSense 2.6.8-RELERSE (amdE4) on pfSense ===

LAN Cwan) -> emH -» w4/DHCP4: 192, 168.1. 268/ 24
LAM (1an) -» eml -» w4 192.1658.1.1/24

B) Logout ©55H onlyd 91 pfTop

1) RAssign Interfaces 181 Filter Logs

2) Set interface(s) [P address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP shell + pf3ense tools

4) Reset to factory defaults 131 Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 161 Restart PHP-FPM

g1 Shell

Enter an option: 2
Available interfaces:

1 - WAN temd - dhcpl
2 - LAN (eml - static)

Enter the number of the interface you wish to confi

Mais cette fois on configure l'interface LAN donc tapez 2.




for none:

le Pfsense demande de taper I'IPv4 statique dans notre cas c’est 10.0.0.254.

Il vous demande le masque tapez 24.

the new LAN 1Pwd addre Pr 3 HTER> for none:

d as bit counts in CIDR notation) in pf

LA TPw4 subret bit count

d as bit counts in CIDR notation) in pf

subnet bit count (1 1o

am gateway addr

for none:

Disabling IPvE

Do you want to

wait while the changes are
ing filt
ing routing configuration...

Appuyez sur entrer et ne pas éteindre la machine.
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Configuration terminal du Pfsense2

Installer un 2éme Pfsense.

Allez dans cofiguration.

() pfsense? tuto - Paramétres = O X

Général Réseau

Systeme Adapter 1  Adapter 2 = Adapter 3

Adapter 4

est cochée linterface de rés

FUUE UdULES TESEGU «  RESEGU I
ne: DMZ

» Advanced

Ports séries

UsE

Dossiers partagés

Interface utiisateur

Annuler

Dans mode d’accés réseau mettez réseau interne et sectionnez DMZ.
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({E}' pfsensel tuto - Paramétres = O x

Réseau

Adapter 1 Adapter 2 Adapter 3 Adapter 4

Affichage v Activer linterface réseau

Stockag Mode d'accés réseau @ Réseau interne

au interne DMZ

Son

Réseau

Ports séries

USB

Dossiers partagés

Interface utilisateur

Annuler

cliquer sur adapter 2 cocher la case Activer l'interface réseau mettez
ensuite le mode d’acces réseau en Réseau interne puis dans name écrivez
«Réseau interne DMZ»
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'E:' pfsense? tuto - Paramétres = O >
Général Réseau

Systeme Adapter 1  Adapter 2 Adapter 3 Adapter 4

Affichage v Activer linterface réseau

9 (] E [

Stockage Mode d'accés r Réseau interne

ne: Réseau BOD

Son
¥ Advanced
Réseau

Ports séries

LSE

Interface utilisateur

Y
[ 4
-
-

Annuler

cliquer sur adapter 3 cocher la case Activer l'interface réseau mettez
ensuite le mode d’acces réseau en Réseau interne puis dans name écrivez
«Réseau BDD» appuyer sur OK et démarrer la machine.
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Configuring loopback interface...done
Starting syslog. . .done.

Setting up interfaces microcode. . . done.
Configuring loopback interface...done
Configuring LAM interface...done
Configuring WAN interface...done
Configuring CARP settings...done
Syncing OpenVPH settings. .. done
Configuring firewall

Starting PFLOG. .. done

Setting up gateway monitors, . . done
Setting up static routes. .. done
Setting up DH3s. ..

Starting DHS Resolwer. .. done
Synchronizing user settings. . .done
Canfiguring CROM. .. done

Bootstrapping clock. . .done

Starting NTP Serwver...done

Starting webConfigurator. .. done
Starting DHCP serwvice...done

Starting DHCPwG serwvice. . .done.
Configuring firewsll

Generating RRD graphs...done

Starting syslog. . .done.

Starting CROM. .. done.

pfSense 2.6.8-RELEASE amde4d Mon Jan 31 19:57:53 UTC 2B22
Bootup complete

FreeBSDsamdod (pfiense. home. arpal (ttywd)
VirtualBox Yirtual Machine - Hetgate Device ID: acdt6befeB4f58b509f1a

=== Welcome to pfiense 2.0.B-RELERSE (amdo4d) on pflense ===

WAN Cwan)
LAN (lan)

A
1)
2]
3
4)
3]
gl
7
3

~> emd
-» eml

b
= wd

Logout ©55H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Enter an option: 1

Tapez 1 pour assigner les interfaces.

=== [lelcome to pfiense 2.6.H-RELERSE (amdo4) on pfiense ===

WAN Cwan)
LAN (lan)

83
1)
2]
3
41
3]
gl
7
=

~> emd
-» eml

-

-» owdy 182
Logout ©55H onlyl

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

EN
1)
113
123
133
143
150
163

Enter an option: 1

Yalid interfaces

Do VLAMs need to
If VYLANs will not be used, or only for optional interfaces
say no here and use the webConfigurator to configure VLAHs later

are.

B3 680 27:
B3 66 27:
H3:H88: 27

ch:
Bb:
38:

ac: e (up) Intel(R)
13:36 (up) Inmtel(R)
ec:7b (down) Intel(R)

be set up first?

J168.1.1/24

pfTop

Filter Logs

Restart webConfigurator

PHF shell + pf3ense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

J168.1.1/24

pfTop

Filter Logs

Restart webConfigurator

PHF shell + pf3ense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FFM

Legacy PRO/1BAE MT G2548EM
Legacy PRO/1BEE MT 32548EM
Legacy PRO/1BHE MT S2546EM

it is typical to
if reguired.

Tapez n puis que nous n’avons pas de VLAN.




ould YLANs be set up now [ylnl® n

the int not known, auto-det

auto-detection, pl di

ing 'a' to begin the pro

name or 'a' for auto-detection

name or 'a' for auto-detection

Enter the LAM interface name or 'a' for auto-detection
MOTE: thi nab full Firewalling/HAT mode.
teml & ronothing if f ed 1]

Tapez em1 pour assigner l'interface 2 a l'interface LAN.

Enter the LAN interface name or 'a' for auto-de tion
MOTE: this enabl full Firewallin AT mode.
or nothing if finishe

Optional 1
iing if fin

r the Optional 1 in
or nothing if fini

e inter will be igned as follows:

+

ign Int

Enter an option

Tapez 2 pour assigner des IP aux interfaces.
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#x% Llelcome to pfSense Z.6.B-RELERSE (amdt6d) on pfiense ===

WAN Cwan) ~> emd
LAK ©lan) -» eml v 192.168.1.1/24
OFT1 Coptl) -» emz

A) Logout (S55H only)d 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interfacels) IP address 11 Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pf3ense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
71 Ping host 167 Restart PHP-FPM

g1 Shell

Enter an option: 2
Available interfaces:

1 - AN Cem@)
2 - LAN (eml - static)
3 - OPTL (emZ)

Enter the number of the interface you wish to configure: 1ff

Tapez 1 pour assigner une IP a l'interface WAN.

=== llelcome to pfSense 2.6.8-RELERSE (amdE4) on pfSense ===

WAN Cwan) ~> emd
LAN ©lan) -» eml v 192.168.1.1/24
OFT1 Coptl) -» emz

A) Logout C55H only) D pfTop

1) Assign Interfaces Filter Logs

2) Set interfaceis) [P address Restart webConfigurator

3) Reset webConfigurator password PHF shell + pfSense tools

4) Reset to factory defaults Update from console

5) Reboot system Enable Secure Shell (sshd)
6) Halt system Restore recent configuration
71 Ping host Restart PHP-FPM

g1 Shell

Enter an option: 2

Available interfaces:

1 - WA Cemd)

2 - LAM teml - static)

3 - OPTL (emz)

Enter the number of the interface you wish to configure: 1

Configure [Pvd address WAN interface wia DHCP? (y/nd

Le Pfsense vous propose d’assigner une IPv4 par DHCP dites non (n).

le Pfsense demande de taper 'IPv4 statique dans notre cas c’est 10.0.0.253.

Enter the new WAN IPv4 address. Press <EHTER> for none:
> 18.8.8. 253

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 = 24

255.255.6.4 16

255.68.8.8 8

Enter the new WAM IPw4 subnet bit count (1 to 320

le Pfsense demande un masque tapez 24.

Enter the new WAM IPw4 subret bit count (1 to 32)
> 24

For a WAN, enter the new WAN IPv4 upstream gateway address

For a LAM, press <ENTER:> for none
> 18.8.8. 254

le Pfsense demande la passerelle du WAN tapez 10.0.0.254

For a WAN, enter the new WAN IPw4 upstream gateway address
For a LAN, press <EHTER» for none
> 18.8.8.254

Configure IPve address WAH interface wia DHCPE? (u/nd 0




Le Pfsense vous propose d’assigner une IPv6 par DHCP dites non (n).

Configure IPwG addre AN interface

Enter the new WAM IPwE add HTER> for none:

ar none;

Do you want to revert to HTTP as the webConfigurator proto ey |

Le Pfsense demande si vous voulez déplacer l'interface Web dite non (n).

Do you want to revert to HTTP as the webConfigurator pr
wait while the changes ar ed to WAH. ..
ading filter.
ading routing configuration. ..
CRPD. ..
The IPw4 WAN addr

to continue.

ed to WANH. .

ce ID: acdebef

—h
]
i}
o
m

{amd64) on pf

oo oo

Enter an option:

Tapez 2 pour assigner des IP aux interfaces.
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Welcome to pfSe

figurator
] too

Enter an option:

Available interfa
ml -
emz)

number of the interface you wish to configure:

H [
- OPT1 (em

Enter the number of the inter

En k v add

le Pfsense demande de taper 1'IPv4 statique dans notre cas c’est
192.168.10.254.

/4 addre Pr <ENTE for none:

d as bit counts in CIDR notation) in p

1 subnet bit count (1 to

.ruter the new LAM IP addr Pr NTER> for none:
le Pfsense demande de taper I'IPv6 statique passez.

Enter the new LAW IPwE addr H r none:

Do you want to enable the DHCP roon LAN? (y/n) ]

Le Pfsense demande si il doit servir de DHCP dites non (n).
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Do you want to enable the DHCP server on LAMT (u/nld n
Disabling IPw4 DHCPD. . .
Disabling IPwG DHCPD. ..

Do you want to revert to HTTP as the webConfigurator protocol® (gfnd on

Le Pfsense demande si vous voulez déplacer l'interface Web dite non (n).
Do you want to revert to HTTP as the webConfigurator protocol® (y/nd) n

Please wait while the changes are saved to LAM..
Reloading filter...

Reloading routing configuration. .

DHCFD. . .

The IPw4 LAN address has been set to 192, 163,18, 254724
You can now access the webConfigurator by opening the following URL in your web browser
https:// 192,168, 18, 254/

Press <ENTER> to continue.|j

Appuyer sur entrer.

Please wait while the changes are sawved to LAH. ..
Reloading filter..

Reloading routing configuration. ..

DHCFD. . .

The IPw4 LAM address has been set to 192,168, 18, 254/24
You can now access the webConfigurator by opening the following URL in your web browser:
https: /7192, 168, 18, 254/

Press <EMTER> to continue.
VirtualBox Yirtoal Machine - Hetgate Dewvice ID: acdbbefeddf38bSb9fla

##% llelcome to pfSense 2.6.8-RELERSE (amdE4) on pfSense ===

WAN Cwan) - emd -» w4 1B8.8.8,253/24
LAN ©lan) -» eml -» w4 192,168, 18, 254/24
OPTL Coptl) —-» emZ =

8) Logout C55H only) D pfTop

1) Assign Interfaces 18) Filter Logs

2) Set interfaceis) [P address 111 Restart webConfigurator

3) Reset webConfigurator password 123 PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 151 Restore recent configuration
7) Ping host 161 Restart PHP-FPM

g1 Shell

Enter an option: ZJj
Tapez 2 pour assigner I'IP a la derniére interface.

= llelcome to pfSense 2.6.B-RELEASE (amdE4) on pfSense ===

LAN (wand -» emd -» wd 16,8, d, 253724
LAN (1lan) -» eml -» w4y 192,168, 18, 254/24
OPTL (optl) =» emz =¥

A) Logout (55H only) 9 pfTop

1) Assign Interfaces 18) Filter Logs

2) Set inmterface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 123 PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 167 Restart PHP-FPM

8) Shell

nter an option: 2
Fuvailable interfaces:
1 - WAN (emB - static)
[ - LAN (eml - static)
B - OPTL (em2)

nter the number of the interface you wish to configure: 3ff

Tapez 3 pour assigner une IP a l'interface OPTI1.




vailable interfa

<ENTER> for none:

Pfsense demande de taper I'IPv4 statique dans notre cas c’est

ew OPT1 IPw4 address. FPr HTER> for none:

yl=4

s in CIDR notation) in pfSense.

w4 upstream gateway address.
none

or none:

Enter the new OPT1 IPwvE address. Press <ENTER: for none

le Pfsense demande de taper I'IPv6 statique passez.

<EMTER> for none

Do you want to enable the DHCP server on OPT1? (y/n) nff
Le Pfsense demande si il doit servir de DHCP dites non (n).

Do you want to enable the DHCP serwer on OPTL17 (y/n) n
Disabling IPw4 DHCFD. .
bling o

Do you want to revert to HTTP as the webConfigurator protocol? (u/nm)

Le Pfsense demande si vous voulez déplacer l'interface Web dite non (n).

Appuyez sur entrer et ne pas éteindre la machine.
Do gou want to t to HTTP a webConfigurator protocol® (u/fnd) n
ed to OPT1...

ng filter...
ding routing configuration..

The IPwd OPTL ad

Pres NTER> to continue. ]
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Pré-configuration graphique des Pfsense

Pour commercer brancher vous sur le réseau LAN du Pfsense que vous

voulez configurer.

¥ Applications = g Mozilla Firefox El & W [¥/ A jeu. 6avril, 18:23 merusa user
ﬁi, Mozilla Firefox A - O X
@ Nouvel onglet w4
& Q 10.0.0.254 = =

4] Importer les marque-pages... g Debuter avec Firefox

@ Firefox

{ Rechercher surle Web

a H of

Amazon Hotels.com 10.0.0.254
Sponsarisé Sponsorisé

YouTube

Ouvrir un navigateur et taper I'IP LAN du Pfsense a configurer et taper sur

entrer.
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€ Applications - @@ Attention : risque proba... El G ) 5 A jeu. 6avril, 18:24 merusa user

@ Attention : risque probable de sécurité - Mozilla Firefox A - O X

A\ Attention : risque probal x = +

&« I&; £a MNon sécurisé  hitps://10.0.0.254 w7 ]

Attention : risque probable de sécurité

Firefox a détecté une menace de sécurité potentielle et n'a pas poursuivi vers
10.0.0.254. Si vous accédez a ce site, des attaquants pourraient dérober des
informations comme vos mots de passe, e-mails, ou données de carte bancaire.

En savoir plus...

Retour (recommandé) Avancé...

Cliquer sur avancé.
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% Applications : @, Attention : risque proba... ’_|..- L %) [{ A jeu. 6avril, 18:25 merusa user

‘ Attention : risque probable de sécurité - Mozilla Firefox

A\ Attention : risque probab x = +

< - C £a Non sécurisé  https://10.0.0.254 ks

En savoir plus...

Retour (recommandé) Avancé...

@
1]

10.0.0.254 utilise un certificat de sécurité invalide.
Le certificat n'est pas slr car il est auto-signé.

Code d’erreur : MOZILLA PKIX ERROR SELF SIGNED CERT

Afficher le certificat

Retour (recommandé) Accepter le risque et poursuivre

Cliquer sur accepter le risque et poursuivre.
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¥ Applications - &g pfSense - Login - Mozill.... @ S ol [$] A jeu. 6avril, 18:26 merusa user

3 pfSense - Login - Mozilla Firefox A _ O X
i pfSense - Login T
&« c O G o~ https://10.0.0.254 w7 = =

flisense

admin

SIGN IN

le login est admin et le mot de passe est pfsense.
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¥ Applications : g pfSense.home.arpa - Wi... El L W) [§] A jeu. 6avril, 18:29 merusa user
& pfSense.home.arpa - Wizard: pfSense Setup: - Mozilla Firefox A — 0O X
i pfsense.home.arpa - Wiz x -~
< C O G https://10.0.0.254/wizard. php?xml=setup_wizard.xm| B % ® =

Risense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

Wizard / pfSense Setup / e

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

pfSense® software is developed and maintained by Netgate®

Cliquer sur le logo de Pfsense en haut a gauche.
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# Applications - g pfSense.home.arpa - St... E G % [ A jeu 6avril, 18:30 merusa usel

2 pfSense.home.arpa - Status: Dashboard - Mozilla Firefox A O X

Ei pfsense.home.arpa - St= x +

&« @, O LG4 https:/10.0.0.254 ke )

Regulatory/Export Compliance.

The export and re-export of software is controlled for export purposes by the U.

rnment. By accepting this software and/or documentation, Licensee agrees to comply

all U.S. and foreign export laws and regulations as they relate to software and related
documentation. Licensee will not export or re-export outside the United States software or
documentation, whether directly or indirectly, to any Prohibited Party and will not cause,
approve or otherwise intentionally facilitate others in so doing. A Prohibited Party includes:
a party in a U.S. embargoed country or country the United States has named as a supporter
of international terrorism; a party involved in proliferation; a party identified by the U.S5.
Government as a Denied Party; a party named on the U.S. Government's Enemies List; a
party prohibited from participation in export or re-export transactions by a U.S. Government
General Order, a party listed by the U.S. Government's Office of Foreign Assets Control as
ineligible to participate in transactions subject to U.S. jurisdiction; or any party that
Licensee knows or has reason to know has violated or plans ate U.S. or foreign export
laws or regulations. Licensee shall ensure that each of its software users complies with
U.S. and foreign export laws and regulations as they relate to software and related
documentation.

Cliquer sur accept
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&

pf!iense.hnme.arpa Status: Dashboard - Hozlffa Firefox

I pfsense.home.arpa - Stz x = +

A

¥ Applications = /¢, pfSense.home.arpa - St... [ T '3& W) [f§ A jeu. 6avril, 18:32 merusa user

e

O & https://10.0.0.254 w

Thank you!

Netgate, as well as many community members, work hard to make pfSense CE software an
excellen re netw solution. As well, Netgate strives to deliver even greater value

through our product, pfSense Plus sof
Would you take a moment to answer this Jrlef (and anonymous) survey to help us guide

those efforts?.

Cliquer sur close
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Configuration graphique du Pfsensel

¥ Applications /g pfSense.home.arpa - St... El & N [¥§1 A jeu. 6 avril, 18:34 merusa user

& pfSense.home.arpa - Status: Dashboard - Mozilla Firefox A — O X

Bl pfSense.home.arpa - 5t2 = +
— = O & hitps://10.0.0.254 iy ® =

Rlisense

COMMUNITY EDITION

System ~

Advanced
Cert. Manager
General Setup

High Avail. Sync

Logout (admin)

Package Manager

Reqgister
Routing
Setup Wizard
Update

User Manager

Cliquer sur le menu en haut a droite puis System puis Package Manager.
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¥ Applications = (g pfSense.home.arpa - Sy... @ QR, W) [¥] A jeu. 6avril, 18:39 merusa user
@ pfSense.home.arpa - System: Package Manager: Available Packages - Mozilla Firefox A _ 0O X

i pfSense.home.arpa - Sy: x +

- @ O &, https:/10.0.0.254/pkg_mgr.php g )

Installed Packages  Available Packages

Enter a search string or *nix regular expression to search package names and
descriptions.

Name Version Description

Lightsquid  3.0.6.9 LightSquid is a high performance web proxy reporting tool. Includes proxy
realtime statistics (SQStat). Requires Squid package.

Package Dependencies:
& lighttpd-14.63 @ lightsquid-1.8_5

squid 044579 High performance web proxy cache (3.5 branch). It combines Squid as a

proxy server with its capabilities of acting as a HTTP / HTTPS reverse
proxy. It includes an Exchange-Web-Access (OWA) Assistant, SSL filtering
and antivirus integration via C-ICAP.

Dans la bar de recherche tapez squid cliquer sur search puis cliquer sur
install
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¥ Applications - §g pfSense.home.arpa - Sy... EI & W [3] A jeu. 6avril, 18:39 merusa user

@ pfSense.home.arpa - System: Package Manager: Package Installer - Mozilla Firefox A _ 0 X

B pfsense.home.arpa - Sy= x = +

<« @] O &, https://10.0.0.254/pkg_magr_install.php?pkg=pfSense-pkg-squi 1y & =

jsense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

System / Package Manager / Package Installer (2]

Installed Packages Available Packages Package Installer

Confirmation Required to install package pfSense-pkg-squid.

‘\/ Confirm ’

Netgate. View license.

pfSense

cliquer sur confirm
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System / Package Manager/ Package Installer (2]

pfSense-pkg-squid installation successfully completed.

Installed Packages Awailable Packages Package Installer

Package Installation

Jusr/local/etc/squid/squid.conf.documented is a fully annotated
configuration file you can consult for further reference.

Additionally, you should check your configuration by calling
‘squid -f /path/to/squid.conf -k parse' before starting Squid.

Message from pfSense-pkg-squid-0.4.45 9:

Please visit Services - Squid Proxy Server menu to configure the package and enable
the proxy.

=== (Cleaning up cache... done.

Success

i,

Attendre jusqu’a avoir cette page
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Auto Config Backup
Captive Portal
DHCP Relay

DHCP Server
DHCPvé Relay
DHCPv6 Server & RA
DNS Forwarder

DNS Resolver
Dynamic DNS

IGMP Proxy

NTP 'account password is set to the default value. Change the password in the User

PPPoE Server
SNMP

Squid Proxy Server board + e
Squid Reverse Proxy

UPnP&NATPMP FO0
Wake-on-LAN pfSense home.arpa

Cliquer sur service puis sur squid Reverce Proxy
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General Web Servers Mappings Redirects Real Time Sync

Squid Reverse Proxy General Settings
Listen IP IPv4 w

Version Select the IP version Squid Reverse Proxy will use to bind to

Reverse Proxy WAN

Interface(s) AN
loopback
The interface(s) the reverse-proxy server will bind to (usually WAN). Use CTRL + click to select
multiple interfaces. 0
User Defined

Reverse PrT;: Squid will additionally bind to these user-defined |Ps for reverse proxy operation. Separate
entries by semi-colons ;) @

External FODN [ server_jueb |

The external fully qualified domain name of the WAN IP address

Reset TCP If checked, the reverse proxy will reset the TCP connection if the request is unauthorized.
Connections
on
Unauthorized
Requests

Cliquer sur WAN puis assurer vous de remplir la ligne External FODN

Squid Reverse HTTP Settings

Enable HTTP Helckedthe-presy-server will act in HTTP reverse mode.

Reverse Proxy  |mportant: You must add a proper firewall rule with destination matching the 'Reverse Proxy
Interface(s)' address

Reverse HTTP 80

Port This is the port the HTTP reverse proxy will listen on. Default: 80

Reverse HTTP

Default Site This is the HTTP reverse proxy default site. Leave empty to use 'External FQDN' value specified

above.

Cocher la case Enable HTTP Reverse Proxy et enregistré
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Package / Reverse Proxy Server: Peers / Web Servers

General Mappings Redirects RealTime Sync

Status Alias IP Address Port Proteco Description

cliquer sur 'onglé Web Servers puis sur add

== Add

General Web Servers Mappings Redirects Real Time Sync

Squid Reverse Peer Mappings

Enable This If checked, then this peer will be available for reverse proxy configuration.

Peer

Peer Alias server_web

Mame to identify this peer on Squid reverse proxy configuration. Example: HOST1

Peer IP 10.0.0.1
IP address of this peer. Example: 192.168.0.1

Peer Port 80
Listening port of this peer. Example: 80

Peer Protocol HTTP

Select protocol listening on this peer port.

Peer Reverce proxy

Description [, Description (Optional)

Remplir la section Alias comme vous le voulez dans la section Peer IP

mettre I'TP de votre serveur web et cliquer sur save.
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Rlisense

COMMUNITY EDITION

WARNING: The 'admin’ account password is set to the default value. Change the password in the User
Manager.

Package / Reverse Proxy Server: Mappings / Mappings (2]

General Web Servers | Mappings | Redirects Real Time Sync

Status Group Name Peers iption

= Add

pfSense Netgate. View license.

cliquer sur 'onglé Mappings puis sur add
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Squid Reverse Peer Mappings

Enable This
URI

Group Name

Group
Description

Peers

URI Settings

URI

Add

[3dimghecked-then this URI (Uniform Resource Name) will be available for reverse proxy
config.

server_web

Mame to identify this URI on Squid reverse proxy configuration. Example: URIT

URI Group Description (Optional)

serverweb —-lfl——

Apply these group mappings to the selected peers. Use CTRL + click to select multiple peers.

Use URI row(s) below to add URL regex expression(s) to match (one per row). o

[http:1/10.0.0.7] |

Enter URL regex to match. Click Info above
for examples.

+ Add

Cochez Enable This URL dans groupe name écrive ce que vous voulez
cliquer sur le peers que vous avez créée précédemment et dans URL écrivez
votre http:// suivit de votre ip et cliquer ur save.
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O

COMMUNITY EDITION

Interfaces

Firewall «

NAT

Rules

Schedules

Traffic Shaper

Virtual IPs

Cliquer sur le menu puis Firewall puis Rules.

Manager.

Firewall / Rules/ WAN e E @

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

X 0/75 * RFC * * * * * —SBtock - o ]
KiB 1918 private
networks networks
X 0/ * Reserved * * * * * Block o]
Mot bogon
assigned networks
by [ANA
iles ar . fined lis interfa
ming NNectlons ( |” | nerace w De Dlocked untl ||._ ||-". re adr :-l ICK The itton to add a

Cliquer sur I'écroue de la ligne RFC 1918 networks.

46/58



Reserved Networks

Block private [ —-lf———om

networksand ).y traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8,

loopback 177 16/12,192.168/16) and unique local addresses per RFC 4193 (fc00::/7) as well as
addresses  |,,5hack addresses (127/8). This option should generally be turned on, unless this network
interface resides in such a private address space, too.

Block bogon

networks Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA

Bogons are prefixes that should never appear in the Internet routing table, and so should not
appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it is not necessary on local
interfaces and it can potentially block required local traffic.

Note: The update frequency can be changed under System = Advanced, Firewall & NAT
settings.

décoché tout en bas et décocher la case Block private networks
and loopback addresses et cliquer sur save.

Rlisense

MUNITY EDITION

WARNING: The 'admin' account password is set to the default value. Change the password in the User

Manager.

Interfaces / WAN (em0) =l @
The WAN configuration h een changed. + Apply Changes
The changes must be applied to take effect

Don't forget to adjust the DHCP Server range if needed after applying

General Configuration

Enable Enable interface

Description WAN

Enter a description (name) for the interface here.

IPv4 DHCP v
Configuration

Type

IPv6 MNone w

Cliquér sur Apply changes.
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Rlisense

COMMUNITY EDITION

Interf
Firewall «

Aliases

NAT

Schedules

Traffic Shaper

Virtual IPs

Cliquer sur le menu puis Firewall puis Rules.
Firewall / Rules / WAN b B @

Floating WAN LAN OPT1

Rules (Drag to Change Order)

D States Protocol Source Port  Destination Port Gateway Queue  Schedule Description Actions

X 0/0B * Reserved * * * * * Block bogon networks o
Not assigned by IANA

— = P O
Cliquer sur add.
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Edit Firewall Rule

Action Pass w

Choose what to do with packets that match the criteria specified below.

Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP
port unreachable for UDP) is returned to the sender, whereas with block the packet is dropped
silently. In either case, the original packet is discarded.

Disabled [] Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN w

Choose the interface from which packets must come to match this rule.

Address IPv4 v
Family Select the Internet Protocol version this rule applies to.
Protocol TCP w

Choose which IP protocol this rule should match.

Dans protocol choisissez bien TCP.

Destination [ Invert any v Destination Address | / w
match

Destination | HTTP'{S'D]V] HTTP (80) v

Port Range From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only
filtering a single port.

Dans Destination port range choisir HTTP dans from et to.
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lisense

COMMUNITY EDITION

WARNING: The 'admin’' account password is set to the default value. Change the password in the User
Manager.

Firewall / Rules / WAN =W E @

:I' firewall rule conf guration nas beet char Jel VApph'ChﬂngES
18 changes mu t be pplie Tor Tl':,-l' 1 '::T.:l' e effect

Cliquer sur Apply changes.
Rlisense

COMMUNITY EDITION

System -

Cert. Manager

Cliquer sur le menu puis System puis Advanced.

System / Advanced/ System Tunables e

Admin Access  Firewall & NAT  Networking Miscellaneous | System Tunables | Motifications

System Tunables

NOTE: The options on this page are intended for use by advanced users only.
Tunable Name Description Value = New

net.inet.ip.portrange first 1024 &

1 ' . -~ k]

Cliquef sur I'onglet System Tunables puis sur new
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System / Advanced/ System Tunables/ Edit (2]

Admin Access Firewall & NAT  Metworking Miscellaneous System Tunables  Motifications

Edit Tunable

Tunable | hetinetip.portrange reservedhig |

Value 0

Description

dans tunable taper net.inet.ip.portrange.reservedhigh puis remplire le
champ value avec un 0 cliquer sur save.

System / Advanced/ System Tunables (2]

The firewall tunables have changed.
) - J pply Changes
The changes must be applied for them to take effect.

Cliquer sur Apply changes.

¥ Applications = (g Apache2 Debian Defaul... Terminal - merusa@ip-1... II' QL o [5] A jeu. 6avril, 19:46 merusa user|
6 Apache2 Debian Default Page: It works - Mozilla Firefox A _ O X%
Apache2 Debian Default Pac x | +
« (&) O & 100.01 bk =

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

Puis allez sur un pc brancher sur l'interface WAN ou a internet et taper I'IP
de votre serveur web.
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Configuration graphique du Pfsense?2

Je considérer que la partie pres installe est déja faite

¥ Applications - ¢g pfSense.home.arpa - St... Terminal - merusa@ip-1... El L) | & sam. Bavril, 13:25 merusa user|

s pfSense.home.arpa - Status: Dashboard - Mozilla Firefox A _ o0 X

I pfSense.home.arpa - Stz % (D) Erreur de chargement de % +
«

@ QO G https://192.168.10.254 [ ® =

msense e Firewall ~

UNITY EDITION

Aliases

WARNING: The 'admin' account passweord is set f¢ NAT e the password in the User Manager.

Rules

Status / Dashboard Schedules +0
Traffic Shaper

System Information Virtual IPs m Netgate Services And Support o0

Name nflanca hama arma

Cliquer sur Firewall puis Rules.

Firewall / Rules/ WAN w E @

Floating WAN LAN OPT1

Rules (Drag to Change Order)

@ States  Protocol Source Port  Destination Port  Gateway Queue  Schedule Description Actions

X 0/0B X RFC 1918 networks o & i3 i X Block private networks o ]

Cliquer sur I'écroue de la ligne RFC 1918 networks.

Reserved Networks

Block private networks (]
and loopback addresses Blocks traffic from IP addresses that are reserved for private networks per RFC 1918 (10/8,172.16/12, 192.168/16) and unique local addresses per
RFC 4193 (fc00:/7) as well as loopback addresses (127/8). This option should generally be turned on, unless this network interface resides in such a
private address space, too.

Block bogon networks

Blocks traffic from reserved IP addresses (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that should never appear in the Internet
routing table, and so should not appear as the source address in any packets received.

This option should only be used on external interfaces (WANs), it is not necessary on local interfaces and it can potentially block required local traffic.
Note: The update frequency can be changed under System > Advanced, Firewall & NAT settings

décoché tout en bas et décocher la case Block private networks
and loopback addresses et cliquer sur save.

Interfaces / WAN (em0) =l @

«” Apply Changes

needed after af

Cliquer sur Apply changes.
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Rlisense . sl

MUNITY EDITION

Aliases

WARNING: The 'admin' account password is set t¢ NAT e the password in the User Manager.

Interfaces / WAN (em0) Schedules =Ll @
Traffic Shaper

The changes have been applied successfully. Virtual IPs

Cliquer sur Firewall puis Rules.

Firewall / Rules / WAN w E @

Floating WAN LAN OPT1

Rules (Drag to Change Order)

@ States Protocol Source Port  Destination Port Gateway Queue  Schedule Description Actions

X 0/0B * Reserved * * * * * Block bogon networks o
Not assigned by IANA

re added. Click the button to add a new rule

T ] [e
Cliquez sur add.

Firewall / Rules/ Edit =wEe
Edit Firewall Rule
Action Pass v

Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Interface WAN ~

Choose the interface from which packets must come to match this rule.

Address Family IPv4 v

Select the Internet Protocol version this rule applies to.

Protocol ICMP v
Choose which IP protocol this rule should match
ICMP Subtypes any
Alternate Host

Datagram conversion error
Echo reply

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified

Source [ Invert match any v Source Address / v
Destination [ Invert match any v Destination Address f v

Dans protocol choissez ICMP puis enregistré.
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Firewall / Rules/ WAN =wEe

The firewall rule configuration has been change

The changes must be applied for them to ta

«” Apply Changes

Floating WAN LAN OPT1

Rules (Drag to Change Order)

States  Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
X 0/0B * Reserved * * * * * Block bogon networks o3
Not assigned by IANA
O « 0/0B IPvdICMP  * * * * * none 300
any

Cliquez sur add.

Firewall / Rules/ Edit = Eee

Edit Firewall Rule

Action Pass v

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [ Disable this rule

Set this option to disable this rule without remaving it from the list

Interface WAN

w

Choose the interface from which packets must come to match this rule

Address Family IPyd v

Select the Internet Protocol version this rule applies to.

Protocol upp

Choose which IP protocol this rule should match

Source [ Invert match

e

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination [ Invert match any Destinatior
Destination Port Range any ~ any v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Dans protocol choissez UDP puis Destination port range mettez any pour
From et To puis enregistré.
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Firewall / Rules / WAN = Ee

+” Apply Changes

Cliquez sur add.

Firewall / Rules/ OPT1 =wEe

Floating WAN LAN 0PT1

Rules (Drag to Change Order)

@] States Protocol Source Port Destinatio Port Gateway Queue Schedule Description Actions

No rules are currently

efined for this interface

All incoming nections on this ir e blocked until pass rules are added. Click the button to adt™sQew rule
t
Cliquer sur l'onglet OPT1 puis sur add
Firewall / Rules/ Edit =w B

Action Pass v

Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the criginal packet is discarded

Disabled [ Disable this rule
Set this option to disable this rule without removing it from the list.

Interface 0PT1 w

Choose the interface from which packets must come to match this rule.

Address Family IPv4 v
Select the Internet Protocol version this rule applies to.

Protocol TCP/UDP v

Choose which IP protocol this rule should match

Source [ Invert match any v Source Address / v

Fresse]

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
its default value, any.

Destination [ Invert match any ~ Destination Add /
Destination Port Range any e any v
From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.

Dans protocol choissez TCP/UDP puis Destination port range mettez any
pour From et To puis enregistré.
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Firewall / Rules/ OPT1 = Ee

The firewall rule configuration has t

5 " T
Apply Changes
The changes must be applied for them to take effect. V' Apply .

Floating WAN LAN OPT1

Rules (Drag to Change Order)
O States Protocol Source Port  Destination Port  Gateway Queue Schedule Description Actions
O « 0/0B  IPv4TCP/UDP * * * * * none $LS00m

—— S ) (I X

Cliquer sur add.

Firewall / Rules / Edit = EeQ

Edit Firewall Rule

Action Pass ~

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [] Disable this rule

Set this option to disable this rule without removing it from the list

Interface OPT1 w

Choose the interface from which packets must come to match this rule

Address Family |Pv4 ~
Select the Internet Protocol version this rule applies to.

Protocol | ICMP v

Choose which IP protocol this rule should match

ICMP Subtypes any
Alternate Host
Datagram conversion error
Echo reply

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified

Source [] Invert match any v Source Address / ~
Destination [ Invert match any v Destination Address / e

Dans protocol choissez ICMP puis enregistré.
Firewall / Rules/ OPT1 =wEee

ration has been cha
ied for them to take effe

The firewall rul
The changes m

«” Apply Changes

Cliquer sur Apply changes.
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Notice d'utilisation

Annhexes

& Rufus 3.22.2009 — ®

Options de Périphérique

Périphérique
CCCOMA_XBAFRE_FR-FR_DVS (H:) [32 Go] ﬁ—J—

/ Type de démarrage

' pfSense-CE-2.6.0-RELEASE-amd64.iso v @) SELECTION  |vl————
Schéma de partition Systéme de destination
MER BIOS (ou UEFI-C5M)

# Cacher les opticns de périphérique avancées
[_] Lister les disques durs USB
Ajouter les options de compatibilité pour vieux BIOS

Litilizer le MER Rufus avec ID (ne B0 (Défaut)

Options de Formatage

Mam de volume

| prsense
Systéme de fichiers Taille d'unité d'allecation
MTFS A096 octets (Defaut)

v Afficher les options de formatage avancées

Statut

| PRET

@ O = > DEMARRER FERMER

1 périphérique détecte

Choisissez votre clef usb dans périphérique
dans sélection allez chercher votre iso
puis démarrer et pour finir placer votre clef usb sur une machine .

Retourner aux tuto d’installation




Fiche recette

Vérification de I'opérationnalité de la solution mise en ceuvre : DMZ

Description du test :
1. Ping le serveur web depuis I'extérieur
2. Ping refuser a l'extérieur sur le réseau interne DMZ
3. Ping de la BDD avec le Serveur web

Résultats Attendus :

1. Acceés au site web depuis l'extérieur
2. Acces refuser a l'extérieur sur le réseau interne DMZ
3. Communication de la BDD avec le Serveur web

Réception Globale :

Regu : D .............................................................................................

Recu avec réserve : D .............................................................................................

Refusé : D ..............................................................................................

Commentaire :

Réception Etape 1: Ping le serveur web depuis l'extérieur

Regu : D .............................................................................................

Regu avec réserve : D .............................................................................................

Refusé : D ..............................................................................................

Commentaire :

Réception Etape 2 : Ping refuser a I'extérieur sur le réseau interne DMZ

Regu : D .............................................................................................

Regu avec réserve : D .............................................................................................

Refusé : D ..............................................................................................

Commentaire :

Réception Etape 3 : Ping de la BDD avec le Serveur web

Regu : D .............................................................................................

Recgu avec réserve : D .............................................................................................

Refusé : D ..............................................................................................

Commentaire :
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